[image: ]

DO NOT CALL REGISTER
USING SSH KEY FOR SFTP AUTHENTICATION
The purpose of this document is to provide instructions for Access-seekers on:
· how to generate SSH keys required for SFTP Authentication
· how to provide the SSH keys to the Do Not Call Register for the purpose of connecting to an SFTP Account.
SSH Keys Generation
Generate RSA Keys for Linux
1. Generate RSA key on Linux with ssh-keygen as per example below. 
It is recommended to enter a passphrase for the RSA key
[tsinoc@debit-inout ~]$ ssh-keygen -t rsa -b 2048

Generating public/private rsa key pair.
Enter file in which to save the key (/home/tsinoc/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /home/tsinoc/.ssh/id_rsa.
Your public key has been saved in /home/tsinoc/.ssh/id_rsa.pub.
The key fingerprint is:
34:d9:ee:50:83:99:c5:21:70:23:01:d8:7e:c8:6b:b1 tsinoc@debit-inout

2. Two files will be generated in the example above:

PRIVATE KEY = id_rsa located in /home/tsinoc/.ssh/id_rsa
PUBLIC KEY = id_rsa.pub located in /home/tsinoc/.ssh/id_rsa.pub

3. Save the PRIVATE and PUBLIC keys.
Make sure you save the files in the location you remember for later use
[tsinoc@debit-inout ~]$ cat ~tsinoc/.ssh/id_rsa.pub

ssh-rsa  tsinoc@debit-inout
Generate RSA Keys on Windows using PuTTY Key Generator

1. Download the executable PuttyGen file from:
http://the.earth.li/~sgtatham/putty/latest/x86/puttygen.exe 


2. Go to Windows > Search Programs and files > puttygen.exe.
[image: C:\0c78ea57f01952ec49951ffcd64ac93a]
3. Make sure the Type of key to generate is SSH-2 RSA and the number of bits in a generated key is 2048 (as per above). 
Click > Generate. 
[image: C:\6de765e83b4d2aede183673e3cbd3d5e]Make sure to constantly move the mouse around, otherwise key generation will stall
4. Click on 'Save public key' then select and Copy the Public key (as per below).
It is recommended to enter a passphrase for the keys generated
[image: C:\de2d89e7ca7e6bc3fe33111c4b27db86]
5. Open Notepad and paste the copied public key.

6. Click Format > Make sure that Word Wrap under the Format menu is UNCHECKED.

7. Save the public key. 
Save the file to the location you will remember for later use
[image: C:\efe1bebcc7337d96e2914ba19e67252c]
8. Last time from PuttyGen is to save your private Key. 
Click on 'Save private key'. 
Save the file to the location you will remember for later use
 [image: C:\8e8ea28fabfd760fd3b8c05dd3e5132b]

Public Key Delivery
The saved PUBLIC KEY should be provided to the Do not Call Register by uploading it to the Upload folder of the SFTP server after connecting to the designated account.

Both Public and Private keys will be later used to connect to the SFTP Server
[bookmark: _Toc430077770][bookmark: _Toc430078558]Uploading Public Key on Linux
1. Connect to the SFTP - sftp.donotcall.gov.au - server using your username and password.
2. Change to the Upload directory.
3. Upload Public Key.

salmat@ubuntu:~/.ssh$ sftp 00000@sftp.donotcall.gov.au

00000@sftp.donotcall.gov.au's password: 
Connected to sftp.donotcall.gov.au.
sftp> dir
archive   download  upload    
sftp> cd upload
sftp> put id_rsa.pub
Uploading id_rsa.pub to /upload/id_rsa.pub
id_rsa.pub                                    100%  399     0.4KB/s   00:01    
sftp>

[bookmark: _Toc430077771][bookmark: _Toc430078559]

Uploading Public Key on Windows using WinSCP
1. [bookmark: _GoBack]Connect to the SFTP - sftp.donotcall.gov.au server using your username and password. 
[image: ]
2. Click Yes on the Warning below. [image: ]


3. Go to the Upload directory.
[image: C:\Temp\SNAGHTML1556710a.PNG]



4. Upload Public Key into Upload folder.
[image: C:\Temp\SNAGHTML1556204c.PNG]
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